Utah Digital Health Service Commission Meeting
Thursday May 3, 2012 10:00 a.m. – 12:00 p.m.
Utah Department of Health, 288 North 1460 West, Rm 101, Salt Lake City, Utah

Minutes
Members Present: Henry Gardner, Dennis Moser, Mark Munger (Vice Chair), Jan Root and Nancy
Staggers, Chet Loftis (via Phone)
Members Absent: Scott Barlow, Natalie Gochnour, Brad LeBaron (Chair), Doug Hasbrouck, Deb
LaMarche and Marc Probst
Via Phone: Char Frail- McGeever (UDOH), Lori Savoie (OHCS), Laverne Snow (UDOH), Joni Bass
(NEEHI), Jim McCartney (Deloitte) and Mark Fotheringham (UMA)
Staff Members: Francesca Lanier and Humaira Shah (UDOH, OPHI)
Guests: Wyatt Packer (HealthInsight), Robert Rolfs (UDOH), Courtney Dinkins (AUCH), Aimy
Sawaya (AUCH), Barry Nangle (UDOH), Anna Dillingham (Utah Association of Local
Health Departments), Gisel Gomez (College of Pharmacy), Clarc Tobin Lence
(HealthInsight), Sherrie Loewen ( Salt Lake Community College), Gred Mead (UDOH),
Weston Tolman (College of Pharmacy), Charles Hawley (OHCS), Kathryn Marti (OPHA),
Carolyn Steele (Regence), Kathy Froerer (Utah Association of Local Health Departments),
Teresa Garrett (UDOH), Keely Cofrin (OHCS) and Korey Capozza (HealthInsight)
Introduction and Update:
Mark Munger opened the meeting with a welcome and excuse Brad LeBaron who was away on travel.
March meeting minutes approved by motion. Mark noted the official signing of HB 25 Patient Identity
Validation that commission members moved forward. Called to attention two action items left over from
the March meeting minutes: 1) Henry Gardner and Jan Root were asked to identify key employer
stakeholders and meet with them to move forward to look for ways to promote the cHIE. Jan gave an
update saying she has been meeting with several employers and got some clinics to collaborate with
them.
Francesca Lanier talked about the new ONC program guidance and said the state health information
program periodically receives program guidance from ONC. The recent release includes some
recommended or required practices to align with ONC framework for privacy and security. ONC tracks
certain performance measures captured from states on a regular interval basis.
Mark mentioned that privacy and security were much discussed at the past meeting. He gave a brief
background on the two issues and talked about how security of patient breaches revolves around three
points. The first is Utilities of electronic health records have to be maintained. The second issue is
Privacy has to be maintained for PHI. Third and the biggest one is Security: It incorporates both of the
other two.
IT Security of Protected Health Information (PHI):
Weston Tolman said they educate people about the risk of the device that they are using. He talked about
IT security of protected health information (PHI). He briefed on how mobile internet is being used more
compared to desktop internet. He talks about the HIPPA and data breaches, as well as their violations and
penalties. Negligence is one of the most common causes of security breaches. Some common issues are
weak passwords, operating systems and antivirus not kept up to date, open system shares, and improper
use of network services. Physical loss of device is another problem because of the curiosity of other
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people leading to violation of privacy. There is also loss of data due to malware which is software that is
designed to exploit a device to gain access to data and information on it without the user’s consent.
Another issue is improper use of device to access information beyond the need to know basis. He then
talked about hijack of PHI data. Mobile phones are being used for sensitive activities more and more. He
talks about cell phone spying. To protect your communications link you can use VPN to communicate
when possible, use only trusted and known WIFI connections, disable auto connect to WIFI and talk with
your local IT/Network Security for options. It has to be a balance between security and convenience.
Other good practices to use are have strong passwords, enable auto logoff, get antivirus for mobile
devices, data encryption for device and memory cards, and report lost or odd issues to your IT
department.
Ethical Breaches of IT Security:
Jeff Botkin talked about issues of definitions of values, conflicts of values and analyzing public attitudes
of key stakeholders. He discussed confidentiality vs. privacy where privacy pertains to protection from
illegitimate access to personal information. In this context he is referring to how we protect someone’s
private information. He defines private information as information about behavior that occurs in a context
in which an individual can reasonably expect that their information will not be made public. He then
talked about HIPAA which is protected health information. Both the common rule (first privacy
definition) and HIPAA rely on the concept of identifiability, which is information that is not protected as
private if the identity of the source individual cannot be determined. He then discussed what constitutes
de-identification such as DNA sequence data and cross referencing databases. He mentions when
individuals are de-identified and racial or ethnic groups can be harmed despite de-identification as the
individual level. He then talked about conflicts in values. Privacy is a major value but there is also
Beneficence (obligation to promote the welfare of others) and Justice (obligation to fairly distribute
resources). A single minded devotion to privacy conflicts with these other values. He further discussed
conflicts in values and said a significant value of EMRs and PHI comes from their analysis for a variety
of valuable purposes. These include health services research, quality improvement, comparative
effectiveness research and more. Another value he mentions is Autonomy (self rule) which is a bedrock
value in medical ethics. He mentioned increased attention to “honest-broker” systems in which people
trust other systems to make decisions on their behalf within certain parameters and people are willing to
forego individual decision making for the benefits that that type of system might provide. When it came
to public attitudes, there is a low level of public knowledge about EMRs and research use of records and
tissues. There is a wide range of attitudes about privacy.

Risk Assessments in the HIE Context:
James Davis McCartney, Deloitte Consulting, talked about the risk businesses face and how they have
changed, but the way in which they are addressed have not. He continued to talk about the rapid increase
in ability to access the information and how the approach to protection has changed in the way that the
nature of regulation/legislation has changed and the boundaries of protection have expanded. He
mentioned the challenge of risks and how we are bad about making decisions about risk. He said the less
we hear about the risk, the more we worry and so we need better models. He then talked about
accountability based regulation and how they are descriptive, not prescriptive. They state what is being
accomplished, not how. He described a legal safety net for identities. You have to authenticate client,
keep their information safe and private, destroy information when disposing of it, and make sure
everyone you share information with does the same. He then discussed risk assessment and management,
which is just risk avoidance and reduction. It should be conducted on a regular basis and appropriate
documentation is critical. Overall, this is not a technology problem. You are responsible for the actions of
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your vendors and business partners. You need to look at what kind of motivations people have. We are at
the point where incidences have real consequences. There are cost effective resources available.
Nebraska’s HIE Cyber Security Practice:
Joni Booth talked about cyber security and that NeHII and HIO shared services offers cyber security
consultative services. She discussed risk assessment tools that have valuable and affordable options. The
assessment is done via online tools, on site visit, or a combination of both. These assessments all will
identify gaps in policies and procedures with suggested remediation. They provide reports to meet
requirements for meaningful use and produce an overall risk score for the provider in comparison to their
industry counterparts. Risk consultation includes the risk assessment vendor including remediation
services and offer ongoing support and maintenance. It ensures implementation of risk management and
risk mitigation policies and procedures. She then discussed cyber security insurance coverage.
Silverstone will provide the appropriate level and type of insurance coverage through various insurance
providers to cover the identified risks. The proposed NeHII requirements for cyber security coverage are
to mandate minimum level of insurance coverage, the business disruption plan, liability limits, crisis
management, language in agreements outlining minimum levels of insurance protections and review
business associates risk management program as necessary. She discusses how cyber security is a win for
all; the benefits for NeHII and its participants.
Jan discussed what she is doing at UHIN with this and said that UHIN as a company has quite a bit
higher limits of cyber security because Utah has a larger population with a larger market to cover. She
mentions that they have planned to work within the community, probably the privacy and security
committee to start and then move it back down to smaller committees. They’ve learned that small
provider offices generally don’t want to do this (risk assessment). They have looked at it and will
continue to do so, just want to keep a balance and not lose members.

Recent Data Breach and Lesson’s Learned:
Greg Mead from the Department of Technology Services talked about how no company sets out to say
what can we do to make it easy to be hacked or breached, but it happens. The simplest explanation is that
a key password was left at a default level of and once the hacker could access the root level of the server
they could do whatever they wanted. They installed a file that would let them push the data whenever
they wanted and download information off the file server. It was detected a few days later. He admits it
was the DTS error and they are focused on getting the letters out and trying to do the things they can do
for now. He wanted to make sure that they sit down with the correct people at the Department of Health
and talk about encryption. If they can’t get the time needed or input on testing or design, they won’t be
moving forward. It will take some time to regain the trust that is lost.
Mark Munger talked about how their role giving advice and counsel to the Governor’s Office, legislators,
and UDOH was important. He also thought trust had been lost in a number of areas. He said they worked
really hard to go over House Bill 25 and if we had tried to go to the 2013 legislature with this bill it
would not pass because of this breach. My other concern is it’s not out of the realm of possibility to pull
this bill back because of the breach. This may be our most important year coming up and I would invite
us to think about either putting together a task force of all the commissioners and looking at a risk
assessment of EHRs, and putting together a recommendation for EHRs moving forward in the state of
Utah, both from patients and practitioners’ standpoints. He asked what we can recommend moving
forward and what are practical considerations so both small and large organizations can really have
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something to work from as well as look at their financial resources based on our recommendations. We
need to have something ready by October or November for the legislature.
Dr. Rolf’s thought it was an opportunity and said this meeting was fortunately planned before the breach
occurred because people are beginning to recognize this issue of security and privacy with the public
being more aware. Now there is a great deal of loss of trust but there is a huge importance to do
something. Whether what is done is constructive or not, depends on groups like this to understand this is
a balance. The Commission has an opportunity to present constructive recommendations and get us
moving forward.

Meeting adjourned.

4

