Appendix: EHR SECURITY
There are two basic implementation methodologies for electronic health record systems: local
hosting (the EHR software, server and all records reside in the clinician’s office) and Software as
a Service (SaaS) or cloud-based (the EHR application and records reside off-site and are
accessed via the Internet or a VPN connection). Security concerns will vary subtly according to
implementation method. Regardless of the method, however, the following general questions
can serve as a guideline with EHR vendors: (Question: Answer)
1. Vendor contract should contain explicit guarantees and assurances about security. Inquire
about the specific threat and vulnerability technology used by the system. Some specific
questions you might want to ask:
a. How does the vendor identify threat vectors and test for new vulnerabilities? The vendor’s
ability to safeguard your data depends on the answer to this question. In short, the vendor
should understand all common attack methodologies and countermeasures. Because the
field evolves very quickly, it is imperative that the vendor have in-house expertise that
subscribes to and carefully studies IT security forums, lists, news groups and blogs.
Networks that contain PHI must be on the ‘cutting edge’ of computer security.
b. Is all PHI encrypted when transmitted over the Internet? How is it encrypted? All
transmissions should be encrypted over a secure socket layer/virtual private network.
Encryption protocols vary; 256 bit is a good industry standard as of 2013.
c. How are patches and updates administered? Updates are released daily, many of them
address important security issues. The vendor should subscribe to a management service or
at the very least run auto-updates.
d. Describe the network topology: are production servers hardened and firewalled with
intrusion detection? They should be; multiple tiers of firewalls are better than a single tier
and various types of intrusion detection are better than a single type. Hardened servers are
servers that have been stripped of any and all extraneous applications and attachments.
e. Is the system stateless? There should not be any data left on local work stations when the
Internet connection is terminated or when the local machine is turned off at the end of the
day.
f. Does the vendor maintain comprehensive audit logs so that every user’s actions are
accounted for? How are these audit logs stored? Who has access to them? Every keystroke
of every user should be tracked and stored in an audit log. The logs should be read-only and
access issues should be left to clinic management).
g. How does the vendor authenticate users? Does it employ two-part authentication? Does the
system require complex passwords? Does it support bio-authentication? A user ID and
password are relatively easy to compromise and don’t provide very good security. A second
form of authentication; something external to the system and in possession of the authorized
user increases the likelihood that the user is legitimate. Complex passwords--a combination

of numbers, letters and special characters with good password control (requiring regular
changes-- is optimal. Bio authentication is good, but not fool-proof on consumer grade
machines (it shouldn’t be used as a replacement for other security measures).
h. Are users granted role-based access? How granular is the definition of roles? They should
be; Office of National Coordinator for Health Information (ONC) requires it and common
sense dictates it. Administrative, clinical, prescribing, scheduling and billing should have
separate privileges.
i. Does the vendor’s software appropriately filter malicious user input and extraneous error
conditions (a frequent cause of security shortcomings such as SQL injection or forced
browsing)? This, like Q/A a and c above, require considerable in-house expertise to regulate.
Malicious attacks that exploit user input fields can be sophisticated and require great
expertise to identify and disable.
j. Describe physical security at the data center. Where is the data center located? Is the data
redundant (stored in two geographically distributed locations)? How are backups handled?
The ideal data center should be located in a limited access, highly secure facility. At a
minimum, it should boast redundant power, redundant telecom, and redundant application
servers. Ideally, it should be certified. The old SAS 70 standards are dated and largely
irrelevant; rather, look for SSAE 16 and SOC2 / SOC3 certifications. Multiple, redundant
data centers in diverse locations are preferable to a single data center.
k. Describe disaster recovery plans. The vendor should have a written disaster recovery
protocol that will ensure that there is no data loss and minimum down-time in the event of a
catastrophe.
l. How does the vendor dispose of end-of-cycle equipment? Are hard drives degaussed and
properly disposed of? Hard drives and other magnetic storage media should be thoroughly
degaussed and preferably destroyed at end-of-life.
2. Does the vendor submit to a regular (at least annually) third-party security audit by an
accredited auditing firm to ensure it is in compliance with the HIPAA privacy and security
rules? The results of this audit (and past audits) should be available for review. Vendor
should submit to such audits and the results should be available for inspection. The thirdparty auditor should be of national prominence.
3. 3. W hat kinds of third-party connections does the vendor allow? How are third parties
vetted for security compliance? Third-party connections (with labs, radiography facilities,
health exchanges, etc.) are inevitable. Does the vendor require connections to adhere to the
same security requirements observed by the vendor?
4. How does your vendor announce product updates and upgrades? How do you validate
legitimate vendor communications? Such announcements should be through authorized,
well-established channels (not email). Ideally, such announcements / updates should be

delivered centrally in the case of SaaS systems or via registered mail in the case of locally
hosted EHRs.
5. Is the vendor’s corporate computing environment segregated from its EHR production
environment? It should be. In other words, the vendor’s email servers, development servers,
test environment, etc. should be completely segregated and firewalled from the production
servers.
6. Inquire about the vendor’s workforce education. Are the vendor’s employees conversant
with HIPAA and knowledgeable about security of PHI? The workforce should receive
formal training from a certified body.
7. Does the vendor assist with local security implementation (e.g., wireless network setup, antivirus, spyware and malware protection, suggested workforce IT policies and procedures,
etc.)? They should.
8. Has the vendor experienced any data breaches? Hopefully no, but if yes, ask for details.
9. Does the vendor offer remote support? If so, will that entail access to your computing
environment? How will the vendor gain that access and protect the session?
10. Will the data be stored in an HL7-compliant format? How will you obtain and protect your
data if the vendor fails or is acquired by another company? Data should be stored in an HL7
compliant format so that it can be retrieved from the vendor’s system in a usable format
should you decide to leave the vendor. Make sure you understand what is entailed in getting
your data (ALL your data) from the vendor—some charge exorbitant fees to give you your
own data! A description of your rights to your data (and attendant costs) should be
contractually stipulated.

